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Cekuia 1. IHdbopmauinHi cuctemu i TexHonorit

Anicmpamenko M.O., cmyoenm
HTYY “KIIl im. 1. Cikopcvrkoeo”, m. Kuig
®DIIM, kageopa llpuknaonoi mamemamuxu

MATEMATHUYHE TA TIPOTI'PAMHE 3ABE3IIEYEHHA CUCTEMHA
IMTPOI'HO3YBAHHSA PU3UKIB 3AXBOPIOBAHHSA

Cep1ieBo-CyIMHH1 3aXBOPIOBAHHS € OCHOBHOIO MPUYMHOI0 CMEPTHOCTI Ta
1HBAJIITHOCTI HAceJIeHHA y OUIBIIOCTI KpaiH cBITY. OJIHaK SIKIIO Y PO3BUHEHHUX
KpaiHax CBITYy KUIbKICTh cMepTel Big CC3 3HMKYETHCS, TO B IHILIUX — CTPIMKO
3pocTtae. YKpaiHa — cepejl OCTaHHIX.

Came ToMy € aKkTyaJIbHOIO po3poOKa Mojeni 3axBoproBaHocTi Ha CC3, a
TaKOXK JOCHIDKEHHS METO/IB BIUIMBY Ha 3aXBOPIOBAHHS 3aJUIs 3MEHIIICHHS
BILIMBY XBOPOOU Ta ii HACIIIJIKIB HA XKUTTS Ta 37J0POB’S] HACEJICHHS.

Icnye nyxe Oarato TecTiB B Mepexi [HTEpHET KOTpl BPaxOBYIOTh JIMIIE
HEBEJIMKY YaCTKy MOTPIOHUX MapaMeTpiB sl BCTAHOBJICHHS aJIeKBATHOI OI[IHKH
CTaHy 3/710poB’sa. MeTor po0oTHu € BUOIp METOy CTBOPEHHSI MaTEMaTHYHOIO Ta
IPOrpaMHOro 3a0€3MEeYEHHsI CUCTEMH MPOTHO3YBAaHHS PU3HMKIB 3aXBOPIOBAHHS
CEpLEBO-CYIMHHUMHU 3aXBOPIOBAHHSMH, 110 O BpaxOByBaB MAaKCHUMAaJbHY
KUIbKICTh HEOOX1/THUX MapaMeTpiB.

Jlns BHasioro BUKOHAHHS HEOOXITHO MAaKCHMAJIbHO ITpoaHasi3yBaTu
OTpUMaHI JaHl Ta BpaxyBaTH HACTYIIHI IMOKA3HWKU: KUIbKICHI: BIK (POKIiB);
KpOB’SIHUA TUCK y CTaHI CIOKOK (MM PT. CT.); BMICT XOJECTEpUHY (MI/AM);
BMICT IIYKPY B KpOBI (MI/II); MaKCUMaJIbHUI 3a(iKCOBAaHUM MYNbC; SIKICHI:
CTaTh; BHJ TPYIHOrO OONI0; pe3yldbTarH KapAiorpamMH; BUKOHAHHS MEBHHUX
(b13UYHUX BIpAB.

PeanizoBaHna cuctema Mae 3aJJ0BOJIbHITH TaKl BUMOTH:

a) TPOTHO3YBAaTU CTYMIHb PU3MKY 3aXBOPIOBaHHS CEPIEBO-CYJIWHHUMHU
3aXBOPIOBAHHSMH B 3aJI€KHOCTI BiJ] MHOKMHH (PaKTOPIB;

0) MaTu MiHIMaJbHY MMOXUOKY.

st toro, mo6 oOpaThd METOJ MaTeMaTUYHOIO Ta MPOrPaMHOIO
OMpAIIOBaHHS JaHHUX, M0 OyJae JaBaTu HalMeHNly MoxuoOKy, Oyso
IpoaHaji30BaHO TaKi METOM:

1.[lepeBa yxBajieHHs pillleHb;

2. Metoj onopHUX BEKTOPIB;

3.1ITyuyH1 HEWPOHHI MEPEXKi;

4 Metonu perpeciiiHoro asamizy (JIiHIAHA perpecis, MoOJiHOMIadbHA
perpecis) [1-2].

[TopiBHSIHHS ICHYIOUMX METOJIB OyJ0 MPOBEACHO HAa BHOIpI JAHUX, 110
Oyiia oTprMaHa 3 EHTPAJILHOIO PEMO3UTOPII0 I MATUHHOTO BUBYCHHS [3], 1



MmictuTh 304 psaku 3 nanuMu. [lopiBHSHHS Oyli0 MPOBEAEHO 3a JOMOMOTOIO
6e3kommroBHOTO [13 17151 MammmuaHOTO HaB4YaHHS 11111 Ha3Bol0 WEKA. Pesynbraru
MOPIBHSIHHS HaBe/eH1 y Tabnui 1:

Hasga metony Mean squared | Mean absolute
error error

JlepeBa yxBajeHHs 0.009224 0.05235
pillieHb

OnopHi BEKTOpHU 0.04273 0.18234

HTHM 0.02127 0.039671

Jliniiina perpecis 0.003302 0.01423

[ToninomianbHa perpecis 0.028271 0.062812

2 OpAJIKY

Tabmuns 1. [lopiBHAHHS MaTeMaTHYHUX METO/IB

3 Tabmuui 1 MoxxHa MOOAYMTH, L0 JiHIAHA perpecis MmoBepTae MEHIII
3HAUEHHS CEPEHBOI KBAJPATUUYHOI MOXUOKH, CEPEIHhOI aOCOTIOTHOI MOXUOKH.
BianoBigHO 10 1€l MOPIBHSJILHOI XapaKTEPUCTUKH, JIIHIMHA perpecis Oyna
oOpaHa, SIK Me€TOA ISl BUKOPUCTAHHA Yy poOOTI HajJ MaTeMaTUYHUM Ta
IPOTPaMHUM 3a0€3I€UCHHSIM.
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bonoapenko B.A.

Hayuonanvnoiti mexnuuecxkuui ynueepcumem Yxpaunwt « Kuesckuu
noaumexnudeckuu uncmumym umenu Meops Cuxopckoeoy, Kues
Kagheopa 6uomeouyuncroti kubepnemuxu, cmyoenm

MOBWJIBHASI BEPCUS BEB-CAMTA HOBOT'O MIOKOJIEHUS

Vke 0c000 1 HET HeOOXOIMMOCTH JTOKa3bIBaTh, YTO MOOAMII — 3TO Ba)KHO.
BriOparb MOOWJIBHBIN CaWT WM MNpuiiokeHue ajis ousHeca? Mam BO3MOXKHO
eCTh elle anpTepHaruBHOe pemieHue? Kak MeHsieTcs MOOWIIBHBIN MUP M Kak
BBITVISIIAT MOOMIIbHASI PEBOJIIONMS, K KOTOpOi MBI puniin? B cpegnem 150 pas
B CYTKH MBI pa30okupyeMm cBoil cmaptdoH [1]. HaBepHoe, 3T0 eAMHCTBEHHOE
YCTPOMCTBO BOOOIIE B OBITOBOM TEXHHKE, KOTOPOE UMEET HACTOIBKO BBICOKUU



YpOBEHb BOBJICUCHHOCTH Mojbk30Barens. [1o manabeiM Consumer Barometer with
Google [2] B YkpanHe NpUMEpPHO KaXKIIbIil TPETHII MOOUIIBHBIM MOJIB30BaTEIb
nonb3yercs cmaptdonoM. B 2017 roxy mpumepHo 44% MOMCKOBBIX 3alpOCOB B
google mpuxoauar ¢ MOOUITBHBIX YCTPOUCTB. MBI 3HAEM O TOM, UTO CTAHOBUTCS
Bc¢ Oomple Kareropuwii business to consumer, Takmx, Kak KOCMETHKA,
MepCOoHabHAsl AJIEKTPOHMKA, 3aKa3bl €1Ibl, JI1I KOTOPBIX YK€ ceillyac ecThb
BEPTUKAJIM pBHIHKA, B KOTOPBIX JOJII MOOWMJIBHBIX ITOMCKOBBIX 3alpOCOB
yBepeHHO npeBbicuia 60%. Jlaxxe y Hac B YkpaniHe MOOUIIbHAS PEBOJIOIMS YKE
POU30IIIA. ITO HE OyIylIee, 3TO CETOIHS.

[Tonp3oBaTemn MOOMIBHBIX TEIE(POHOB B cpeaHeM npoBomiaT 13% B BeOe
u 87% B pa3IMUYHBIX MPUIOKECHUSX. MOXHO TPEANONOXKUTh, YTO MOOUJIbHBIN
BeO yKe He akTyaJieH, 4YTO TMPUJIOKEHHS — OCHOBAa BCEro MOOWIIBHOTO
uHTepHeTa. HO ecim mocMoTpeTh Ha OXBaT ayIUTOPUU U €€ BOBJICUEHHOCTH (I10
craructuke Toml000 moOwnbHBIX mnpuiokeHuid u Torml000 MOOMIBHBIX
pECYpCoOB), TO KOJIMYECTBO YHUKAJBHBIX IOCeTUTENled Beba moyuTu B 3 pasza
oomnpire (8.9 / 3.3). A BpeMms moceiieHus: (BOBJICUEHHOCTh) B MPUIOKEHUSIX
ropasno Belme yem Ha cairtax (201,8 / 10,9). Tyt MOOuIbHBIE TPUIOKEHUS
3HAYUTEIHLHO BBIMTPBIBAIOT. HO y HUX TOXKE €CTh MUHYCHI: BBICOKAss CTOMMOCTD
CO3/IaHUs, HEOOXOIUMOCTh pPa3pabdOTKU MOJ, pa3Hble IUIAT(MOPMBI, BBICOKAs
CTOMMOCTh YCTaHOBKHM, BBICOKHI YpPOBEHb KOHKypeHUHMH. 66% MOKYyNOK,
KOTOPBIE COBEPIIAIOT MOJIb30BATENHU, IPOUCXOAT Ha MOOMJIBHBIX CcaiiTax, a HE B
NPUIOKEHUSX [2].

UYUem BeO u MOOWIBHBIH BeO MNPUHIMIUAIBHO OTIWYAETCS  OT
npuaokeHnii? MoOWIIbHBIN BeO — OXBaT, MPUJIOKEHHE — BOBJIEYEHHOCTh. Ho
ceiyac eCTb TEXHOJIOTHHU, KOTOPBIE MO3BOJIAIOT MPUOIU3UTH BOBJIEUYEHHOCTH
MOOMIJIBHOTO Be0Oa 10 YpOBHS MpHiIokeHUH. Kak T0JKeH BBITISAETh pe3ynbTar?

PaccmorpuM co cropoHbl Tonb3oBarend. llomp3oBarens uWIIET B
MOOWJIBHOW BEpPCHUU TIOMCKOBHKA, JONYCTHM, Xynu. llepexomuT Ha cailr,
BBIOMPAET HY)KHBIM MPOAYKT, HO, K COXKaJIEHUIO, TOT0 MPOAYKTa ceiiyac HET B
Hamuuuu.  [lonb3oBatens  mMoiydyaeT  MPEUIOKEHUE — MOAMHUCAThCS — Ha
yBeAoMJieHHs. TakuMm o0Opa3oM OH cpasy K€ Y3HaeT O MPOIyKTe, KOrja OH
nosiButcs. llokymarens He mortepsH. Eie mpobrmema — mpomana CBsi3b s
MOOWJIBHOTO MHTEpHETa W psAaoM HeT wi-fi, HO callT mpojomkaeT padoTarh.
[Tonb3oBaTenb MoaydaeT YBEIOMIICHHE O TOM, YTO Ha CaTe MOSBUIICS MPOAYKT,
KOTOPBIA ObUT eMy uHTepeceH. OH M00aBIISIET €ro B KOP3UHY, UAET B Kaccy U
CTAHOBUTCSI AaBTOMATHYECKU 3aJIOTUHEHBIM, €My HE HY>KHO 3aIlOJIHSITh HUKAKHUE
dbopmpbl. Jlanmpiiie OH MEPEXOIUT K OIUIaTe, KOTopask TOXKE MPOUCXOAUT B OIUH
kiuk. [lonp3oBaresns BrieyarsieH paboToi 3TOro MOOMIIBHOTO caiiTa HACTOJBKO,
YTO XOUeT 3alIOMHUTH €r0 U OCTaBUTh y ceOs Ha Tenedore. OJHUM KIUKOM OH
no0aBysieT MKOHKY Ha pabouuii cton. ®Panractuka? HeTt, 3T0 yXe peasbHO.
PeanuzyeMo ¢ mOMOIIBIO psijia TEXHOIOTHH, HE Oy/IeM YXOIUTh B TTTyOUHBI TOTO
KaK 3TO TEXHUYECKH CJIeJaTh, HO MPOUIEMCS 1O KIIFOYEBBIM IMyHKTaM:



MruoBeHHas 3arpy3kKa
[IpocTas perucrparys/IoruH
Jlerkoe 3anonnenue Gpopm
Caitt noctymnasii offline
[Tokynka B OIMH KJIMK

CKOpOCTB Kaxkercsi, 4To 3TO Kakas-TO TEXHOJIOTHYECKAass METPHKA,
KOTOpasi BOJIHYET TOJIbKO pa3zpadorunkoB. Ha camom aene HeT. CkopocTh — 3TO
JICHBI'M, OHA BBIPA3UTCS B HM3MEHEHUSX MO KoHBepcuu. AMP — kak pa3 Ta
TEXHOJIOTHSI, KOTOpasi TIOMOKET YCKOPHUTH 3arpy3Ky MOOWJIBHOTO cairta. Barm
calT 3arpyxaercs MoMeHTanbHO U3 AMP-cache. Bc€, uto kacaercs ero
oopmiieHHs, YK€ €CTh Ha BaiieM TeleoHe TOCie TMEPBOro MOCEHICHUS,
TOJITPY>KAIOTCS TOJIBKO HEOOXOAMMBIC JTaHHBIE. |3 ]

Kak caift moxeT paboTaTh U BBIIIAJETh TaK k€ Kak mpuiioxeHue? Tyt
nomoxer TexHosorusi Progressive Web Apps (PWA). Ectb BO3MOXHOCTH B
OIWH KWK T00aBUTh MKOHKY Ha JKpaH, IMOKAa3bIBaTh YBEIOMJICHUS Ha dKpaHe,
opdnaitH-noctyn u JoKanbHbBIM KA. OdduaiiH-mocTyn moapazymeBaer
BO3MOXKHOCTh BBITIOJIHSITH 0a30BbIN HA0Op omnepaiuii faxe 06e3 cBs3u [4]. DTor
moaxoa OBIT YCHENTHO TPHMEHEH caMbIM OOJbIIMM peTeinaepoM Muamanm
Flipkart. Utor — B 3 pa3a yBeIUYUJIOCHh KOJIUYECTBO BPEMEHHM, MPOBEICHHOTO
MOJIb30BATENIIMU Ha cailTe, TO €CTh ropas3no Oojiee AKTUBHOE BOBJIICUYECHHE
mroaen. [5]

Peructpanus/norud. Co3gaBarb aKKayHTbl Ha Tele(OHE CIOXKHO U
HeynoOHo. 92% mronmelt yXxomsiT ¢ caidTa, KOrja OHU BHAST HEO0OXOIWMOCTb
Co37aHusl HOBOTO akkayHTa. Kak MoXHO pemuThb 3Ty npobiemy? C momouibio
texHonoruu Smart Lock [6]. HeynoO6cTBo hopM — TO 4TO HampsiMyro BIUSIET Ha
Bau oxoa. OueHb MHOTO JItOJIEH HE 3aKaHYMBAIOT MOKYIIKY KMEHHO U3-3a TOrO,
yT0 QopMbl HeynoOHble. OCOOCHHO OHM HEyHOOHbIE Ha MOOWJIBHOM CaiTe.
Pemute 31y npobiemy Oepyrcst 2 takue texnonoru: Autofill [7] (mocrarouno
npoctast) u Payment Request API [8] (HemHOro cioxHee) — B OTKPBITOM
noctymne. Autofill — mnons mnoarpykaroTcs aBTOMaTHYECKH, IOTOMY 4YTO
MOJIb30BATEIb YK€ 3aIlOJIHSUT paHbllle MOA00HBIE MO JIMOO BCE MOATPYXKACTCS
u3 akkayHta chrome. PR APl - 3T0 He HOBBIH cITOCOO OmJIaThl, HE HOBas GopMma.
D710 Bcero Julllb nHTepdericHas HaJCTPOWKa, KOTOpasi MaKCUMaIbHO yIPOIIAeT
nmpoliecc oruiatel. Ha camom gnesne 3To yke HCIOiIb3yIOT MHOTHME KOMITAHUU:
Alibaba, Aliexpress, Flipcart, Konga, The Washington post u npyrue. B
VYkpauHe 3TUMH TeXHOJIOTUsAIMU yxke nonb3ytoTcs JIVH u Flatfy.

Bor Tak MoryT BBINNIANETh MOOWJIBHBIE CAalThl YK€ HE B Oymyiiem, a
ceroansi. Pe3tomupyst Bc€ BbIIIE CKa3aHHOE, BOT TO, YETrO Bceraa OyAeT *KIarh
MOJIb30BATENIb U YTO €My Mbl YK€ MOXET JlaTh: ObICTpas pabora, ynoOHOe U
MPUATHOE MOJIb30BaHUE, JOCTYN BCErAa U BE3JE.

GAWN R
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bypaxk I.0., cmyoenm

Daxynbmem iHhopmamury ma 00UUCTIOBATLHOI MEXHIKU
Hayionanvnuu mexuiunui ynieepcumem Yxpainu « Kuiscoxuu
nonimexuiunuu incmumym imeni leops Cikopcbko2o»

BUKOPUCTAHHSI HEUPOMEPEXK SIK KPUIITOI PA®IYHOI
OCHOBHU U1 AJIT'OPUTMY HIN®PYBAHHA

Crarts mnpucBsYeHa BHUCBITIICHHIO CYTHOCTI Ta 3MICTy MpoOiemMu
YAOCKOHAJICHHSI KPUIITOrpaiyHUX aJrOpUTMIB. byno 3HaWIeHO HOBHUM MiaXija
0 peam3aiii JaHHOTO THUIY AaJrOPUTMIB, IPOAHANI30BAHO Ta OIMCAHO
0COOJIMBOCTI peaJtizarii.

KuaruoBi caoBa: HelipoHHa wMepexa, kpunrtorpadis, mudpyBaHHS,
aJTOpUTM, KOMIT I0T€pHa Oe3MeKa, KOyBaHHS.

IlocranoBka mnpoOjsemu. CyyacHa TEXHIKA Ta TEXHOJOTIi CTPIMKO
PO3BHUBAIOTHCSI, a IHTEPHET 3JI0/li CTalOTh BCE OLIBbIIM BUHAXIUIMBUMHU, TOMY
NOTP1OHO MOKpPAIYBATH 1 TEXHOJIOT1i KOMIT I0OTEPHOI OE3MEKH.

Cran gociigkennsi. Hapasi mpoaHaiizoBaHO TEXHOJOT1i BUKOPUCTaHI y
JTOCHTIPKEHH1, PO3pO0JICHO aJrOPUTM, IO 3/JaT€H BUPIIIUTH TOCTABIICHY
npoOnemy. Ta CTBOpPEHO CHCTEMYy MPOTOTUI IJisi MPAKTUYHOI TEPEBIPKU
Pe3yNIbTaTIB JOCTIIKEHHS.

Beryn

Cyth imei monsirac B TOMy MI00 MepedaBaTH He came 3amudpoBaHe
MOB1IOMJICHHSI, a HaJAIITOBaHI Bark MEPeXl, sKa 3MOXKE JaHE MOBIIOMIICHHS
BIJITBOPUTHU OyAy4H aKTUBOBAHOIO MOTPIOHUM KITHOUEM.



Omnuc podoTu

[Mpunyctumo y Hac € moBigomieHHs «Hello friend, how are you?».
[TeperBopumoO #oro B mapy MacuBiB tc, letters; me tc = MacWB «TalMKOJ
MOCIIAOBHOCTI», a letters — BigmoBigHI OalTH MHOBIIOMIICHHS. Jlaml BYMMO
MEpEKY 31CTaBIIATH TAaTMKOJIOM TIEBHUM OaiiTaM MOB1IOMIICHHS.

[Ipotiec 0OMiHY TTOBIJOMJICHHSIMU BUIJISIIA€ TaK:

1. BianpaBHuK nepeaae TIJIO TOBIJOMIICHHS

2.  BiampaBHuk nepeaae moBigoMIICHHS (IMiJIKa3Ka AJi1 FeHeparopa
MOCJIJIOBHOCTEN TaliMKO/IIB)

3. OpepxyBad 3aBaHTaXy€ B MEPEXKY Baru repejai B 11. 1

4.  OpepKyBay 3aBaHTaXKYy€E B MEPEXKY CEKPET 1 OTpUMYE Jen(ppoBaHe
MMOB1IOMJICHHS

IMpororun

Cnovarky HaMm 3HaJOONATECA YTHIIITapHI (PYHKI[IT TEPETBOPEHHS 3 Ta B
PAIIOK:

def toChars(s):

return np.array([ord(c) for c in s])

def toArr(c):

r = np.zeros(256);

return r
def toCharArr(s):

return np.array([toArr(c) for c in toChars(s)])
def fronChars(arr):

return ''.join(chr(i) for i in arr)

def fromArr(arr):
return np.argmax(arr)
def fronCharArr(arr):

return fronChars([fromArr(a) for a in arr])

def toTinmeCode(i, | = 8):
val = [int(x) for x in bin(i)[2:]]
result =[0] * (I - len(val))

resul t.extend(val)
return result

def stringToSequence(s):



tc =[]

letters =[]

for t,c in enunmerate(toCharArr(s)):
tc+=[t oTi neCode(t)]
letters+=[c]

return np.array(tc),np.array(letters)

VY NOTOYHOMY MPUKIIAJI «CEKPET» — MOYaTOK MOCioBHOCTI = 0, KpOK =
1.

Jani onwumemo camy wmepexy (OyaeMo BukopuctoByBatu Keras mis
CTUCJIOCTI). Y TMOTOYHIN peamnizalii MNpame HAUOPOCTIIMKA NEPCENTPOH.
Mepexa ckinaaeTbes 3 2-X 1IapiB: BXIAHUN ap NpuiMae TakMKOJT 1 BUX1THUN
- Bigmae OalT BUXIAHOTO MOBIIOMJICHHS 3aKOI0BaHUM K «One-hot».

i nSi ze = 8 #o0bpaHo npocto ans nosHoi ASCl I Tabaumy,

nodel = Sequenti al ()

nodel . add( Dense(i nSi ze, input_shape = (inSize,),activation="relu"))

nodel . add( Dense( 256) )
nodel . add( Acti vati on("softmax"))

nodel . conpi | e(1 oss=ker as. | osses. cat egori cal _crossentropy, optinizer=,sgd")

Tenep Ham 3aMUIIMIKCS TUIBKYA TPEHYBAHHSA 1 €KCIIOPT JAHUX IS
oJiepKyBaya:

#TpeHyBaHHA

tc,| = stringToSequence(testString)

res = 10

cnt =0

epochs = 100

while( res > 0.1):
cnt+=1
nodel .fit(tc,|, epochs=epochs, verbhose=Fal se)
res = nodel.evaluate(tc,|, verbose=Fal se)
print("Loss: ", res)

v = nodel . predict(tc)
print (fronmCharArr(v))

print("epochs = ", cnt*epochs)

#ekcnopT
nodel . save_wei ght s(«/tenp/testl. data. w')

Jlns npukiiany - HaBuaHHs dpasi «Hello friend, how are you?» 3aitnsuio 6
24700 emox.



BucHoBku

. Taxe xoxyBaHHS Ma€ MicIie JIsl ICHYBaHHS.

. Jliis koryBaHHSI HEOOX1TH1 BEIMUYE3HI pecypcH, A PO3KOAYBaHHS —
HI.

. HeMmoxiBO BITHOBUTH TIOBIJOMIICHHS IPY HASIBHOCTI TIIBKHA 1
ITOJIOBUHM JIAHMX.

. Bci moBimoMITeHHSI SIKUMH BIQJIOCS HABYUTH MEPEXKY BOKUIN
OJTHAKOBO

. MoxHa mmdpyBaT B OAHY MEPEXKY KiJIbKa MOBIIOMJIEHb 3 PI3HUMHU
CEeKpEeTaMH.

Jliteparypa

1. bBproc naiinep “Cekpetsl U 0Xb. be3onacHocTs maHHBIX B 1mudpoBoM mupe” // Ilutep —
2003.

2.  Cepriii [1anacenko “Anroputmsl mudposanus’// BXB IutepOypr — 20009.

3. C. Xaiixunr “Heitponni mepesxi: ITosuuii kype”//Binbsame — 2006.

4.  A.1O.Kononrwox «<HEMPOHHI MEPEXI I TEHETUYHI AJITOPUTMMWN» //K.:«KopHiAdyk» —
2008.

Boex A.B.

Hayionanvnuit mexniynui ynieepcumem Ykpainu « KIII im. 1.
Cixopcvkozoy, Kuis

Kagheopa menexomynixayiii, cmyoenmra

ATAKHM TA CHIOCOBU 3AXUCTY IH®GOPMAIII CEHCOPHUX
MEPEX

be3npoToBi ceHCOpHI MEpEeXKi - 1€ CBOEPITHUNA KPOK Ha NUISIXY MEPEXOny
B HACTyIHY €MOXYy, KOJIM KOMITIOTepu OynyTh Oe3nocepenHbo 3'€HaHl 3
(GI13MYHUM CBITOM 1 3MOXYTh BrajgyBaru OakaHHS KOPUCTYBauiB, a TaKOX
npuitMaTty 3a HUX pieHHs [5]. Koiau cucrteMa 3HaXOAUTHCS MIAMPUEMCTBI, TO
3pO3yMiJio, 110 ICHY€ HeOe3IleKa BTOPTHEHHS 3JIOBMUCHHUKIB 1 MEPEXOIUICHHS
1H(dopmari.

binbmiicts 3arpo3 iHQopmariiHoi 0e3meku B O0e3IpOTOBUX MEpekax
CXOXKa 3 3arpo3aMM 1 arakamMu Ha TMPOBIJHI MEpeXi, 3a BUHITKOM TOTO MIO
0€37pOTOBI MEpeXl BaKYe 3aXUCTUTU BHACTIJOK BUKOPUCTAHHS BIJKPUTOTO
Cepe/IoBUINla B SKOCTI HOCIS JAHUX 1 HIMPOKOMOBHOI MPUPOIU OE3IPOTOBUX
3'€/IHaHb.

1. Ilacuseni amaxu (HaIJICHI HA OTPUMAHHS JaHUX, IO MEPEAAIOTHCS;
HaNO1IBIIT YaCcTO COPSIMOBAH1 HA MOPYIIEHHS KOH(IACHITIHHOCTI):

10



- MOHITOPHUHT 1 IpOCIyXOByBaHHA. Hebe3neka cTBOPIOETHCS 3a paxyHOK
0e31mocepeTHLOr0 MPOCIyXOBYBaHHS, 3JIOBMHUCHHK JIETKO OTPUMYE JOCTYH JI0
nepeaayl JaHuXx.

- aHami3 Tpadiky. AKTUBHICTh CEHCOPIB MOTEHIINHO MOXE PO3KPHUTU
TOCHUTH 1H(GOpMAITIi JyIsl HAHECEHHS 3JIOBMUCHUKOM IITKOJIM CEHCOPHOI MEPExKI.

2. Axmueni amaxu (pisHi moougikayii Ooanux nio uac KoMYHIKayii,
301liCHI08AHI HEABMOPU30BAHUMU OCOOAMU,):

- aTakk Mapuipytmsailli. ATaku, SKi 31ACHIOIOTBCS Ha MEPEKEBOMY
piBHi (network layer) moaeni OSI)

- BiOMoBa B o00cmyroByBaHHI. HaimpocTiima araka TakoTro POy
CIIpSIMOBaHA Ha BUTPATY BCIX PECYPCIB, JOCTYIMTHUX CKOMIIPOMETOBAHOMY BY3JTy
3a JIOTIOMOIOK0 BIJIMIPABKU HEMOTPIOHUX TAKETIB JIaHUX, TaKUM UYUHOM
NEPEIIKOKAIYH JIETITUMHUM KOPUCTYBauyaM MEpeXi OTpUMYBaTH MPU3HAYEHI
iM CepBICH 1 pECYpCH.

- 3aXOIUICHHS BY3Jla. 3axOIUIEHHS BYy3Jia 3JIOBMUCHUKOM MOXE
CIPUYMHUTH PO3KPUTTS BAXKIMBOI iHOpMaIli.

- HecHpaBHICTb By3sia. HecripaBHUii B pe3ysbTaTl aTakd BY30J1 T€HEPYE
HEBIPHI JIaH1, 0 MOXE MOPYIIUTH IIJTICHICTh CEHCOPHOI MEPEXKI.

- TpocCTiii By3na / Buxij 3 yjanay. IIpocTiit By3na abo iloro BuUxij 3 Jaay
TPAIUIIETHCS TOA1 KOJIU BY30J IepecTae (PyHKIIOHYBaTH.

- (dizuuHi araku. B cepenoBuiax 3 30BHINIHIMHA BIUIMBAMHU Ta
BIJICYTHICTIO TOCTIMHOIO HArjsly 3a HUMH POOUTH iX CXWJIBHUMH JI0 PI3HHUX
(b13WYHKX aTakK, HACIIKU BiJ] IKMX € HE3BOPOTHIMH.

- CIOTBOPEHHSI  TMOBIIOMJEHHA.  byap-fika  3MIHa  KOHTEHTY
NOBIJOMJICHHS ~ 3JIOBMUCHUKOM  HEMHHYY€  KOMIPOMETYE  LLUIICHICTb
nepeaaroThCs TaHUX.

- xuOHHM By30J. ATaka mependavyae BIPOBAKEHHS B MEPEXKYy By3Ja,
SIKUM TIOCHJIAE JI0 BY3JIiB CEHCOPHOI MEpPEKi HEKOPEKTH1 JIaHi, MOXKE MPUBECTU
710 3aru0eIl BCIO CEHCOPHY MEPEKY.

- KONIIOBaHHA BYy3Jla MEpeXi. 3a JOMOMOIOK  BIPOBAKEHHS
PEIUTIKOBAHUX BY3JIIB B TIEBHI TOYKHU MEPEKEBUM TOIOJIOTIT 3TOBMUCHUK MOXKE 3
JIETKICTIO YNPABIIATA CETMEHTOM Mepexi [4].

[TpoanamizyBaBIIM CTaHAAPTHI MexaHi3MH 3axucty [1] Ta cmocodu
3axXUCTy 0a30BUX CTaHIIA [2], MO)KHA TPUHATH O BUCHOBKY, IO Hi OJHH
OPUCTPiH, >KoaHA (YHKINSA, KOICH MPOTOKOJI HE 3MOXKE 3aXUCTUTH Ballly
0e31poToBy abo napoToBy Mepexy. lle 3amkau Bumarae 0araTopiBHEBOTO
1JIXOAY:

- OOMEXKEHHsI TOIIMPEHHS PaIiOXBWIb (BUKOHYETHCS 3a PaxyHOK
CIIPSIMOBAHUX aHTEH, 3aBISKH I[bOMY HE TIJIbKH OINTHUMI3YETHCS PIBEHb
CUTHAITY, a 1 MIHIMI3Y€EThCS MOXKJIUBICTh MTPOCITYXOBYBaHHS);
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- BUKODHUCTAaHHS TIEPCOHAILHUX  OpaHAMayepiB  (BaXJIMBO IS
KOPHUCTYBauiB 3arajibHOi MEpexi JOCTYMy JJisi MOXKJIMBOCTI OOMEXKEHHI [0
nanok 1 ¢aiiis);

- BIACTeXKEHHS 3MiH 0a30BuUX cTaHIliK (skmo bC He BiAMoOBigae MEBHUM
XapakTepUCTUKAM, TapaMeTpaM, MOXKJIWBO BOHAa Tiepe 3amylieHa abo €
M1JICTAaBHOIO, TOMY HEO0OX1JHO BUKOPHUCTOBYBATH 3aCO0M anmapaTHOl MiATPUMKH )
[2];

- HanliHe mm@pyBaHHA Ta ayTeHTH(IKais (ayTeHTUdIKAIS JaHUX
HEOOXiJHA JJIg MIATBEP/PKEHHS JOCTOBIPHOCTI JaHUX 3a JIONIOMOIOIO
JIOTIOMOT OO0 aJITOPUTMY, SIKUW Ha CbOTOAHIIIHINA IEHb € TyXKe HaIIHUM);

- ¢iBuuyHa Oe€3meka TOYOK MOCTYIy (TOYKH JOCTYIy TOBHHHI OyTH
3aXMINEH] BI1Jl MPSMOTO BTPY4YaHHS a00 KpaJKKu. SKIIO 1€ MOXKJIMBO, CJij
PO3MIITYBaTH iX HaJ MIJIBICHOIO CTEJICI0, TaK 1100 OYyJ0 BUHO TUJILKK aHTEHA.
KO 116 HEMOXJIMBO, 1 TOUYKU JOCTYNY (h13UMYHO JOCTYIIHI, YIIPABIIHHS yepes
MOCTIJOBHUM TOPT Ma€ OyTH BIJKIIFOYEHO 1 JOCTYIHO TIJIBKH uepe3 Oe3neyHi
METOAM JIOCTYMY);

- MOHITOPHUHT 30BHIIIHBOI YaCTUHU MPUMILIEHD (TaK SIK CUTHAJIA TOYOK
JIOCTYNy BHUXOIATH 3a MEXKl TMepuMeTpa OUIbIIOCTI Oy/IBeIb, MOXKJIUBE
M1JIKJIFOYEHHS 10 MEpexi 0ci0, siki nepeOyBaroTh, HAMPUKIA, Ha ApKOBII abo
Ha 1HOIK CTOpPOHI ByJuIl. B Takux BHUIaJKax BHKOPUCTOBYETHCS B1JICO
CIIOCTEPEKEHHSI Ta CIY)KOU O€3IEeKH, 110 KOHTPOJIOBATUMYTh IepeOyBaHHS
0c10 61151 OY/TIBJI1 IPOTSITOM TPUBAJIUX TIPOMIXKKIB Hacy);

- pO3rOpTaHHS aBTOMAaTUYHOI CHUCTEMH 3aM00IraHHs BTOPTHEHb
(cucTtemMa BUKOPUCTOBYIOTHCS JUIsl BUSIBICHHSI aHOMAJbHUX NI B MEpexi, sKi
MOXYTh HETaTHBHO BIIMHYTH Ha O€3IE€YHICTh 1 KOH(I1ICHIIIMHICTh TaHUX; BOHU
BUSBJISIOTH 3aIPO3H 1 aBTOMATUYHO 3aI1001TratoTh iX);

- BHUKOPHUCTAHHS CHUCTEMHM BIJICTEKCHHS «UYXKUX» MPHUCTPOIB ((pizuuHe
YCYHEHHSI HeOaXaHMX TMPUCTPOIB € OCTAHHIM €TarnoM [030aBJICHHS
0e31poToBOi 3arpo3u. CydacHl CUCTEMU 3ar00IraHHs BTOPTHEHD 3a0€31eYyI0Th
TOYHE BIJCTEKEHHSI MICISl PO3TAllyBaHHS Ha KOHKPETHOMY IIOBEpCi s
IIBUJIKOTO YCYHEHHS «HEOaXKaHUX» MPUCTPOIB);

- BUKOHAHHS  PETYyJSIPHOTO TIPOBEJACHHS  OIIHOK  BPa3JIMBOCTEH
(peryJisipHi OIIIHKM BPa3JIMBOCTI MeEpeXl BiJl OE3IpPOTOBUX 3arpo3 MOBUHHI
BUKOHYBATHCS, 1100 rapaHTyBaTH, 1[0 HOBI KaTreropii Oe3ApOTOBUX 3arpos
OyIyTh TOTIEPEIKEH]);

- 3a0e3mnedeHHs] OE3MEeKW KOPIOPATUBHUX TNPUCTPOIB 3a MEKaAMHU
nignpuemctBa (IT-meHemKep CTUKAETbCS 3 BEIMYE3HUMU MpoOieMamMu B
3a0e3neyeHHl Oe3MeKu, KOJW MPUCTPIA 3HAXOIUTHCS 32 MEXaMHu BiIIHOCHOI
oesmemi kopmnopainii. bpanamayep, VPN, 1 a"TtuBipyc - Bce 1€ Jomomarae
3aXHUCTUTHU Bij 0araTh0X 3arpo3 Mpu MiKIIOUEHHI PUCTPOIO 10 MEPEKi);
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- HaBYaHHSA CIMBPOOITHUKIB MO0 0€3IPOTOBOI MOTITUKH Oe3MeKH (1100
yOe3IeunTy CIIBpOOITHUKIB OpraHizailii BiJi MOXJIMBUX 3arpo3, HEOOXiITHO
HaJaBaTH iM MOXJIMBOCTI /Il HABYAHHS - MPOBOJUTU CEMIHAPH, TPEHIHTU IO
3a0e3meueHHI0 O€3MeKN KOPIMOPATUBHOI MEpeki, 03HAMOMUTH 1X 3 TOJITUKOIO
oe3nekn) [3].

OT1xe, Mpu KOMILIEKCHOMY 3aXHCT1 KOPIIOPATUBHOI MEPEX1 MIAMPUEMCTBA
HEOOX1THO BKJIIOYATH /IO yBarWm HE TUIBKW TEXHIYHI 3acO0M, ajie 1 JIFOICHKHUI
dakrop. KopmoparuBHa mepexka Oyme 3axuiiieHa, SKIIO CTBOPEHA IOJITHKA
Oe3reku, sika Oy/ie BUKOHYBATHCS BCIMa KOPHCTyBadaMu Mepexki. TakuM 4uHOM,
TUIbKU KOMIUJIEKCHHUH 3aXUCT 3MOXKE 3a0€3MEUUTH O€3IEKY MEPEX] B LILJIIOMY.
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5(31) / [EnexTpoHHwMit pecypc] / [TocToabCKHiA C.IL - Pexum
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TI'anvuenxo #.0.

HTYY “Kuiscvkuti nonimexuiynuu incmumym imeni leops Cikopcbkozo ™
m. Kuig

cmyoeum Kageopu Texniunoi kibepnemuxu

Daxyromemy inghopmamuru i 06YUCTIOBANLHOT MEXHIKU

CTPYKTYPHUM AHAJII3 TEHJEHIIIN TA HEPCIIEKTHUB
PO3BUTKY KOMIPIOTEPHUX TA THOOPMANINHUX
TEXHOJIOI'TA

Ha panuii MOMEHT JIONCTBO 3HAXOJUTHCA HA SIKICHO HOBOMY piBHI
TEXHIYHOTO PO3BUTKY Ta MpOrpecy 1 JaBHO BXKE IMEPEropHYIO CTOPIHKY
1HycTpiai3alii BCTYNUBUIM B €py MOCT-1HIYCTPIaJIbHOTO, 1H(pOpMAIIHOTO
CyCNuIbCTBA. B MOpIBHSIHHI 3 MUHYIMMH POKAMH, KOJIU TEXHIYHHM Mporpec
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HIIIOB TMOCTYIMOBO, 3aJMINAIOYM CYCIUIBCTBO HAa TOMY X caMoMy Ia0mi
PO3BUTKY BIIPOJIOBXK COPOKA-II ITUACCATH POKIB, TO 3apa3, B (opmairii
1H(pOpMaLIMHUX TEXHOJOTH, el caMui TEXHIYHMM NPOLEC PO3BUBAETHCA
HACTIJIbKM JMHAMIYHO, IO MEPEIOMHI BIIKPUTTS 1 3pYIICHHS BiJI0YBalOThCA
[IOHAaWMEHIIIE KOXKHI 3-5 POKIB.

[IpoananizyBaBiu CydyacHy KOH IOHKTYPY PUHKY, TOTpEOU Ta OYiKyBaHHS
PI3HUX JIJAHOK BUPOOHUIITBA Ta TPOMHUCIIOBOCTI, & TAKOXK 1HHOBAIIWHY MOMTITHKY
TpaHCHAIIOHAJFHUX Kopmopaliii y cdepi 1HOpMaLIiHOI MPOIYKIT MOXKHA
BUJIJIUTU KJIIOUOBI TMEPCHEKTUBH Ta TEHIEHLII PO3BUTKY B HaNpPsIMKY
KOMIT FOTepPHHX Ta 1H(OpMAIIHHUX CUCTEMa Ta TEXHOJIOT1i:

o [IpoBoau Ta apoTu 3 Oyab-akoi chepu OyayTh BUTICHEHI TOBHICTIO.
[{ro npakTUKy peanidyBayia Brepie kommanis Apple, a Takox rpo 11e cBiyaTh
Cy4acH1 TeHACHIII1 po3po0KH BCiX epudepiiitHUX MPUCTPOIB.

o Komm’rotepy Ta 1HIII OOYMCIIOBAIBHI TMPUCTPOI  JOCSITHYTH
MOTY>KHOCT1, KOTpa piBHA MOTYKHOCTI JIFOJICBKOro MO3Ky. Ha nanuii MomMeHT
MeHH(peMr YacTKOBO 3AaTHI [0 peaii3allii Takoi 3ajadi, ajge 3 TakKolo
JMHAMIKOIO PO3BUTKY 1I€ 171es1 Oy/ie BTUIEHA B HAOJIMKY1 YacH.

o [lossBa MacoBOro pHUHKY TaPKETIB-IMIUIAHTAHTIB. SICKpaBUM
MPUKJIAJIOM 111€1 TeHJICHIIIT CIYTYyIOTh T1 % caMi O10METPUYHI NACIOPTH Ha Oa3i
YiIiB, K1 Y HAMOIMKYIOMY Yacl Oy1yTh MOHTYBATHUCh Y TLJIO JIFOJIUHU.

o ConsiyHa eHepris Oyay 3abe3nedyBaTH BC1 €HEPreTUYHI IMOTPEOU
mojacTBa. Po3BuHeH1 kpainu 3axigHoi EBponu Ta IliBHIYHOT AMEpUKH BXKE Ha
JIOCTaTHbO BUCOKOMY PiBHI 3a0€31€UyI0Th CBOI TOTPEOM ITUM BUIOM €HEPT1ii.

° PO3KBIT HaHOTEXHOJIOTIA B IIPOMHUCIOBOCTI, SK HACIIJIOK —
yJACIICBJICHHS BCIX BHUIIB Npoaykimii. Ha maHuii MOMEHT HaHOTEXHOJIOTIi
BTUICHI 3/1€OUIBIIOT0 B IMPOMUCIIOBOCTI ISl CHELIIBbHUX 3a/ad, ajie K MH
PO3yMi€EMO, 1110 ChOTO[HI B TPOMUCIIOBOCTI, & 3aBTPa HA 3araJIbHOMY PUHKY.

o 3D-nipunTEepH I JIPYKYy  JIFOACBKUX ~ OpraHiB  OyAyTh
BUKOPUCTOBYBAaTHU y BCIX JiKapHsAX. 3araqom 3D-TpUHTEpU HA JTaHOMY eTarll
BUKOPHUCTOBYIOThCSI B Oy/IIBHUITBI, aJie 3apa3 I}0 TEHJCHLIIO0 BIIPOBAIKYIOTh B
MEJTUIMHI.

o HeGion0riyHuil iHTENEKT CTaHEe B MUIbSIPAU pa3 PO3YMHIIIUM YHUM
OlomoriyHui. 3 peamizali€r0 TEHACHINI KOJIM KOMII'IOTepU Ta  1HIII
OOYHMCITIOBAJIbHI TIPUCTPOI JOCSTHYTH IMOTY>KHOCT1, KOTpa piBHA MOTY>KHOCTI
JIFOJICBKOTO MO3KY PO3BUTOK ITI€I0 TCHACHIIT Oy/e JIMIIIC MTUTaHHIM Yacy.

o HactanHss TEXHOJOTIYHOI CHUHTYJSIPHOCTI. 3emMilsi —  OJMH
TIraHTCHKUM KOMIT 10Tep. B feskiit Mipi J10CTBO BiKe 3pOOUIIO MEPIil KPOKH,
aJpke 3 TOSBOKO I1HTEPHETY pealbHUM PUHOK MO TPOXY MEPEeXOIUTh Y
BIpTyaJIbHUI TIPOCTIp, ajie MPO CUHTYJISAPHICTH MOXKHA Oy/ie TOBOPUTE 3 MOSBOIO
OUIbLI-MEHIII TOBHOI[IHHOTO IITYYHOT'O 1HTENEKTY.
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[TincymyBaBim nepeanOBaHi BUIIC MYHKTH MOXHA no0aunT, W10
iH(pOpMallliiHI TEXHOJOrIl SBJSIOTHCA KaTadi3aTOpOM PO3BUTKY HE JIUIIE
OKpPEeMO B3ATOi JIaHKH, a € TJI00aJIbHUM HaNpsSIMKOM 1 TPEHIIOM PO3BUTKY
JIIOZICTBA, OXOILUTIOIOYU BC1 CpepU KUTTEAISUIBHOCTI CyCHIbCTBA, aJie 3 TUIMHOM
4yacy MaroTh HAJTO BUCOKY AMHAMIKY PO3BUTKY, IIBUKICTH SIKOi JOCUTh BaXKO
KOHTPOJIIOBATH, @ OTKE MOXXHA OTPUMATH HE MPOTHO30BAHMM pPE3YJbTaT, STKUN
MO>K€ MaTl HEBUIIPABHI HACIIIKH.

Crircok BUKOPUCTAaHUX JKEPEN
1. Ray Kurzweil The Singularity Is Near: When Humans Transcend Biology - New York:
Main Library 2015, 2016. — 57 c.
2. Ray Kurzweil: Virtual Humans: A Build-1t-Yourself Kit, Complete With Software and
Step-By-Step Instructions.- New Y ork: Main Library 2014, 2015. — 274 c.

/enucrok C.B., cmyoenm

Hayionanvnuu mexuiunui ynieepcumem Ykpainu,

«Kuiscokuu nonimexuiunuu incmumym imeni leopsa Cikopcvkozon, m. Kuis
Kagheopa Tenexomynixayiti, cmyoenm

THKAIICYJIALISA MITOK B TEXHOJIOI'II MPLS

MexaHi3M 1HKafnCyisiii MNEpeHOCUTh OAMH abo OlIbllie IMPOTOKOJIIB
BEpXHIX  PIBHIB  BCEpPEIMHI KOPUCHOTO  HABAHTAXEHHS  JeHTarpamMu
1HKaICyIbOoBaHOTO TpoTOKOMy. [lo cyTi, BBOAMTHCS HOBUH 3arojloOBOK, SKHA
poOUTh 3 1HKAINCYJIhOBAHOTO 3arojioBKa 1 TMOJsl JaHUX HOBE TIOJI€ JIaHHX.
3arasibHa MOZEJb IHKANCYISAIII MpeACcTaBiIeHa Ha pUC. 1, e MaeThCsA Ha yBasl,
o 1HKancymsmnis MPLS moxe Oytu BukopucTaHa 3 OyIb-KOIO TEXHOJIOTIEI)
piBas 2 [5]. Iloznauka MPLS moxe OyTu mnominieHa B icHyroumii ¢dopmar
3arojioBKa piBHA 2, sk y Bunaaky ATM a6o FR, abo Bnucana B crneriaabHUN
3aronoBok MPLS, sik y Bunmanky Ethernet abo PPP. V Bcix Bumnagkax Oyab-sKi
JTOJIaTKOB1 MITKHM 3HAXOJATHhCS MK BEPXHBOI MITKOIO cTeka 1 IP-3aromoBkom
piBHs 3 [1].

[Tokazanuit Ha puc. 1 3aromoBok MPLS uacto HazuBaroTh shim header
(3aroJIOBKOM-KJIMHOM), MiAKpECHiodl B MetadopuuHiii Gopmi Toi ¢akt, 110
el 3arojoBOK «piBHA 2.5» BKJIMHIOETHCA B IMAKETI MIXK 3arojlOBKaMH PiBHS
JIAHKH JTAaHUX 1 MEPEKEBOTO PIBHS.
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Pucynok 1. [nkancynsuist MiTok

Otxe, oAHI€ED 3 HaCWIBHIMMX CTOpiH TexHonorii MPLS (i tomy
B1I0OpakeHo1 B 11 Ha3Bl) € Te, 1[0 BOHA MOXKE€ BUKOPHUCTOBYBATHUCS CIIJIBHO 3
pi3HUMHU TipoTokoiamu piBHA 2 [6]. Cepen umx mporokoniB - ATM, Frame
Relay, PPP 1 Ethernet, FDDI 1 iumi, nependadeni gokymeHtamu rno MPLS.
[TokaxkeMo, K MITKa MOXKE€ BIIMCYBaTHUCs B 3arojoBOK piBHs JaHku gaHux (VCI
/ VPI nns wmepexi ATM, DLCI gns wmepexi Frame Relay 1 T.m.) abo
«BCTABJISATUCS» MIXK 3arojIOBKaMU PiBHS JIAHKU JJAHUX 1 MEPEKEBOro piBHSA. [2]
3 camoro noyatky poboua rpymna IETF MPLS Bupimuna, mo y BCiX BUIAJIKax,
konu 1e MoxunBo, MPLS moBrHHA BUKOpUCTOBYBAaTH HasiBHI hopMatu. 3 1€l
npuunH 1HQopmaltis Mitku MPLS Mmoxe mepeagaBarucsi B MakeTi JEKUJIbKOMaA
PI3HUMU METOJIaMHU

* K YacTHMHA 3arojioBka Jpyroro piBHS ATM, komu iH(opMarliiss MITKH
nepenaerbesl B 1eHTH(IKaTopax BipryanbHoro kanany VCI 1 BipTyanabHOTo
Tpakty VPI, mo nokasano Ha puc. i1.6;

* sik yactuHa Kajapy AALS piBus apantamii ATM (ATM Adaptation Layer
5) mepen cermenrariero i ckmaganasM SAR (Segmentation and Reassembly),
0 BUKOHYeThCSI B ATM-oToueHH1 B pasi, koiu 1 iHdopMalliss MiCTUTh AaHi
PO CTEK MITOK (ekiiabka o MPLS-miToK) [5];

* K YacTHHA 3arojioBka Jpyroro piBHs Frame Relay, konu indgopmariis
MITKH TieperaeTscss B imeHtudikaropax DLCI (Data Link Connection
|dentifier);

* sIK HOBa 4-0aliToBa MITKa, 3BaHa KJIMHOM a00 mpokiaakoro (shim), ska
BCTaBJIIETHCSI MK 3ar0OJIOBKAMHM JIPYTOTO 1 TPETHOT'O PI1BHIB;

Otxe, MiTKa MOXe OyTHM TOMIlllEHA B TMAaKET PI3HUMHU CHoco0aMu -
BIIUCYBaTUCA B CHEIlaJbHUN 3arojoBOK, M0 TMOMIMIAEThCA ab0 Mixk
3arojoBKaMu piBHS 2 1 piBH#A 3, [3] a00 y BUIbHUIA 1 IOCTYIIHE MOJIE 3ar0JIOBKA
OJTHOTO 3 IIMX JBOX PIBHIB, SIKIO, 3BUYAilHO, Take €. O4eBUIAHO, 110 MUTAHHS
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npo Te, KyIW CJiJ TOMIIATH 3arojioBOK, IO MICTUTh MITKY, MOBHHEH
Y3TOJIKYBAaTHCS MK 00'eKTaMHu, 110 ii BAKOPUCTOBYIOTb.

HesBaxaroun Ha Te, mo B mokymeHTi mo MPLS crenudikoBana pobdora
MPLS 3 psaoM HOpOTOKONIB MEPEKEBOro piBHSA (2 TEOPETUYHO, OCKUIBKH
3aCTOCOBYETHCS creliaidpbHuil 3aronoBok MPLS, - 3 Oymp-sikuMm MepexeBUM
MIPOTOKOJIOM), CIIOYATKy BOHA CTaja BUKOPHUCTOBYBATUCA 3 MOTOYHOIO BEPCIEIO
nporokony IP, Tobto 3 mportokomom IPv4 [7]. IIpomomxkyerbcst poboTa Han
nporokosnioM [Pv6, 1 1elt mpoTOkon MOBUIBHO, alie BIPHO peasli3yeThcs Ha
npaktuul. Ak 1 B pasi [Pv4, IPv6 nomimae 3aronoBok MPLS nepen 3aronoBkom
MEpPEKEBOr0 PIBHA 1, B 3aJIEKHOCTI B1J] BAKOPHCTOBYBAHOI'O IIPOTOKOIY PIBHS 2,
a00 y BUIJIAJII CHENIAbHOIO 3aroJioBKa, a00 BCEpeIMHI 3arojoBKa PiBHA JAHKU
naHuX. 3HaYHA YacTHHA MOTOYHHMX PoOIT B o6iacti MPLS ckonmnenTpoBaHa Ha
TEXHOJIOTISIX OUIBII HU3BKUX PIBHIB 1 Ha BUKOPUCTAHHI ONTHYHHUX 3acO0IB
nepenadi naketiB nmo Mepexi IP. Tak mo He Oyne moMuiikor ckasaru, 1o [P
CTaHe MepPEeBAKAIOUYMM TPOTOKOJIOM MEPEKEBOTO PIBHS, 1[0 BUKOPHUCTOBYIOTHCS
3 MPLS [4].
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Kannwvioonouyk b.B..cmyoenm
KITU um.Heopsa Cukopckoeo, 2. Kues
Kageopa asmomamuxu u ynpasnenuss 6 mexuHuuHvlx CUCmemax

NHOPOPMAINOHHO-CITPABOYHAS CUCTEMA J1JIAA
OBPA3OBAHUA

OpnHoit U3 BaKHEUITUX MPOOJIEM B COBPEMEHHOM OOIIECTBE ITO MpodIemMa
TpynoycTpoiictBa. HayuyHo-TexHUUECKU# porpecc Hapsay C MOJ0KUTEIbHBIMU
MOCJIEACTBUSIMA UWMEET M HETaTUBHBIC: TIOBBIIICHHE TPEOOBaHWN K
npodeccroHambHOM TMOATOTOBKE B cdepax KIACCHUECKOTO MPOU3BOMCTBA,
BO3HMKHOBEHHE MHOTHX HOBBIX Mpodeccuii, ObICTPOE CTapeHHE MOTYyYEHHBIX
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3HAHUN — B HEKOTOPBIX CIIy4asXx HOBBIC MPOPECCHH HCUe3aloT OBICTpee, YeM
YCIIEBAET Pa3BEPHYThCA IMOATOTOBKA COOTBETCTBYIOIIUX  CIEHHUAINCTOB.
bricTpass cMeHa MNpPOU3BOJACTBA MPUBOAUT K M3MEHEHUIO B pEOpraHU3alUU
NPEANPUATHN, YTO MPUBOAUT K TEKYUYECTH KaJIPOB - MPAKTUYECKU HE YIAETCS
paboTaTh Ha OTHOM MECTE BCIO ®U3Hb. OUeHb 4acTO MPOM3BOJICTBO CO3/IAETCA B
BUJIe «BpeMEHHOTO TPYJOBOTO KOJUIEKTHBAY - MPUBJICUCHUE CIICIIUATUCTOB JJIs
pean3ali KOHKPETHOTO npoekTa. [lociaeacTBusiMu 3TUX OOCTOSTEILCTB st
pabOTHHKA CTAaHOBUTCS HEOOXOAUMOCTh 3aHUMAThCA MPOQeCCHOHATBLHBIM
Pa3BUTHEM Ha TPOTSHKEHUU BCEW JKU3HM, MOJIy4aTh HECKOJIBKO Mpodeccuid,
UCKaTh paboyrie MecTa.

WNHTennekTyanmu3aus  MPOW3BOACTBEHHON  JESITEIBHOCTH  TpeOyeT
MIOCTOSTHHOTO TIOJydeHHs OoJjieeé BBICOKOTO YpPOBHS TpodeccroHaIbHOM
noAroToBkU. B MHOrux crpanax B teueHue 15-20 mer B 5-6 pa3 pacmmpuiach
MOJITOTOBKA CIEIMAIMCTOB C BbICIIMM oOpa3zoBaHueM [1]. Hamuuue BbIciiero
o0pa3oBaHMs MO3BOJISIET JIETYe HAWTH padoyee MECTO, MOIy4yaTh OONbBIIYIO
3apa0OTHYIO IUIATy, 3aHUMarh OO0Jie€ BBICOKHE JIOJDKHOCTH MO CPAaBHEHUIO C
JullaMu, KoTopble ero He uMelT. CooTBeTCTBywoIlas  TEHACHIIUS
npocMarpuBaetrca U B YkpauHe. [1o 1aHHBIM HallMOHAJIBHOTO M30UPATETLHOTO
OOcnenoBaHusl C BOIMPOCOB SKOHOMHUYECKOM aKTUBHOCTH HaceyieHusi B 2013
IPOAHAIMU3UPOBAHA B3aUMOCBSI3b MEXYy YPOBHEM 00Opa30BaHUsl U CTAaTyCOM Ha
PBIHKE TpyZa. AHalli3 B3aWMMOCBSA3W TMO3BOJSET CAENATh BBIBOA O HAJIWYUAH
OpsIMOM  3aBUCUMOCTH MEXAY POCTOM YpOBHS OOpa3oBaHUS U YPOBHEM
3aHSITOCTH, YPOBHEM OILIATHI Tpyaa [2].

B cBsi3u ¢ 3TUM BO3HMKaeT HEOOXOAMMOCTH HUCCIEAOBAHMS CPEJICTB U
METOJIOB OpraHu3alui OOyYeHMs JMUa g TOMy4YeHHs] UM HOBBIX (opMm
MBIIUIEHUS, TIOBEICHUS W COTPYOIHHYECTBA, OTBETCTBEHHOCTHM 34 CBOH
JIEVCTBUA.

OpHuM U3 aCIEKTOB COBPEMEHHOW MapaJurMbl 0Opa30BaHuUs SBIISETCS €€
UHJIUBUIyAIM3alldd C Y4YETOM BO3MOXKHOCTEH U TMPEANOYTEHU 0COOBI,
MHTEPECOB paboToaTee U O0IIECTBA B LIETIOM.

OcHOBOI1 peanM3anyy TaKOTro MOJX0/1a MOXKET ObITh KOHIICTILIUS CO3TaHUS
WHJUBUIYAIbHBIX 00pa3oBaTelbHbIX MapuIpyToB-Tpackropuil. HekoTopbie
CIIELIMATIUCTBl PACCMATPUBAIOT 3TH TEPMHHBI KaK CHHOHUMBI, CUHUTAs 4YTO
WHJUBUIyaIbHBIM ~ oOpaszoBarenbHbii  MapuipyTr  (MOM)  cocraBisiet
coJiep>KaTesIbHbI KOMIIOHEHT, a TaKXe pa3padoTaH Crocol €ro peaausaiuy Ha
OCHOBE MHJIMBUIyaJIbHON 00pa3oBareibHON TpaekTopuu [3].

Ha ceromnss B TeopuuM W TIPaKTUKE HAIMOHAJIBHOTO OOpa30BaHUS
HAKOTUICHbl 3HAYUTENIbHBbIC Hay4YHbIE HApaOOTKH, KOTOPbIE MOTYT CIIYKHUTh
OCHOBOM JIJIs1 CO3/IaHMsI UHIMBHUIYyaJIbHBIX 00pa3oBaTeabHbIX MapimpyToB. Ho B
OOJBITMHCTBE OHU CBSI3aHBl C YHUCTO TIEAArOTUYECKUMHU BOIPOCAMHU M
MPaKTUYECKH HUTJIC HE KAacaroTCs BOMPOCAM OpraHU3aIlMu WHQPOPMAIMOHHOTO

18



obecrnieuenust opmupoBanusi UOM Ha pa3HbIX ypOBHSIX 0Opa3oBaHUS U C
Y4ETOM MHTEPECOB YUCHHKOB.

B 10 e Bpems B EC ¢ npunstuem B 1999 rony bonoHckol aexnapaiuu
MIPOM3BOMATCS MHOTO Pa3HbIX OPraHU3alMOHHBIX IPOrpaMM, KOTOPBIE
o0eCreynBalOT  BO3MOXHOCTh  3aMHTEPECOBAHHBIM  JIMIIAM  TOJYYHTh
uHpopMalUI0 00 YYEOHBIX 3aBEACHHUAX, HEOOXOAMUMBbIC KOMIIETCHIIUU IS
MOJTyYEHHUS OMPEIEICHHBIX KBATU(PUKAIIT U JIp.

NHCTpyMEHTAanpHOM  NOAAEPKKOW  3THUX  OPOrpaMM  BHUCTYIIAKOT
MH(}OPMAIMOHHO-CIIPABOYHBIE CHUCTEMBI. 00630p (DYHKIIMOHATIBHUX
BO3MOKHOCTEN HEKOTOPBIX U3 3TUX CUCTEM MPUBECHBI B [4].

Ha Tepputopun YkpauHbl TaKUX CUCTEM IIPAKTUYECKU HE CYIIECTBYeT. B
TO K€ BpeMsS HEOOXOOMMOCTh WX pa3pabOTKM CTAaHOBUTHCA Bce Ooree
aKTyaJIbHOW € TMOCJEAYIOIIUM pa3BUTHEM BoNOHCKOro mporecca, K KOTOpoMy
Yxpauna nogkirouniack B 2005 roxy. [5].

Jnst pazpadborku nHpopMannoHHo-cripaBouHbix cucrem (MCC) (kak u
VISl PYTHX) HEOOXOAMMO ONpPENENUTh LIEJIEBYI0 ayJuTOpPUIO, €€ HHTEPECHI,
ONPEJIETUTH KOHLIEHIIUIO MOCTPOEHUS U (PYHKIIMOHATBHOCTh CAMOM CUCTEMBI.

HEJIEBAS AYJUTOPUA U EE UHTEPECHI

[Tockonpky 00pa3oBaTeIbHBIA MPOIECC OXBATHIBACT MPAKTUYECKU BCE
CJIOM HACEJICHUSI U CETOMHS MPOAOIDKAETCS BCIO KU3Hb, TO MOXHO BBIJCIUTH
CJIEIYIOIIMEe OCHOBHBIC TPYIIBl 3aWHTEPECOBAHHBIX TIOJb30BaTeNel (HE
3aTparuBasi KaTerOpuMu pyKOBOAUTENICH 00pa3oBaHUEM ).

e [IIkOTbHUKH ¥ UX POAUTEIH TIPU U3yUEHUH MOTPEOHOCTEN PhIHKA Tpya
C 1IeJIbI0 BBIOOpa Oymytiei npodeccuu.

* [TocTynaromue B yueOHbIC 3aBEICHUS C 11EJIbI0 BEIOOpA 3aBEICHUS.

 CrymeHtbl miig (QOPMUPOBAHUS UM KOPPEKUMU WHIUBUYAIBHOTO
oOpazoBarenasHoro mapiipyra (MOM).

» JIunia, KOTOpBIE XOTAT MOMYUYUTh TONOJHUTENIbHOE 00pa3oBaHUE.

* Jluna, sxenaroniye NoBbICUTh KBaJTU(UKAIHIO.

* YueOHble 3aBe/ICHUS C LEbIO MOTYyYeHUs yJyaluxcs (CTY/IEHTOB).

« Pabotomarenu c LENpl0 peaju3alud WX TpeOOBaHUN K IMOATOTOBKE
pabouux.

KOHIEIINA TOCTPOEHUA

Konuenryanenoit ocHoBoil mnoctpoeHuss MCC, y4yuTbiBasi MHTEPECHI
I[eJIEBOM ayTUTOPUM, MOXKET OBITh CHCTEMa HMH(pOPMAIMOHHOIO 00ECIICUeHHUs,
no3Boysitomias  ¢GopMHpoBaTh M B JalbHEWIIEM — TOJJEP>KUBATh
WHJIUBUIyaJIbHBIE OOpa3oBarenbHbie MapmpyThl (MOM). B 3aBucumoctu OT
HamoJiHeHusT 0a3 JaHHBIX M KOMIUIGKTAIlMM OHAa MOXKET OO0ecCreuynBarh Kak
MHTEPECHI OTACIbHOU JTUYHOCTH, TaK U 00JIee CIOKHBIE CTPYKTYPHI - yueOHbIE
3aBEACHUS W JlaXXe HalMOHAJhbHOE O0Opa3oBaHHWE. YUWUTHIBAs  OIBIT
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nH(popMalnoHHOTO obecrneueHus EBponeiickoil cuctemMbl 00pa30BaHUsI, MOXKHO
chopMynupoBaTh OCHOBHbIE MpUHIUIIEI TocTpoenus MCC:

* MOAYJIBHOCTh - CHCTEMa JIOJDKHA HMEThb MOAYJIBHYIO CTPYKTYDY,
MTO3BOJISIOIILYIO JIETKO IMTPOBOJUTH €€ Pa3BUTHE U MOAECPHHU3ALINIO;

* MPOCTOTAa MCIOIb30BAaHUSI - JIODKHA OBITh TMOHSATHOM IJI1 JIFOOBIX
nonp3oBareneid. aTepdeiic cucteMbl TOKEH OBITH TOAPOOHO CIUTAHUPOBAH C
Y4E€TOM 3PTOHOMHYECKUX TPaBUII;

* OTKpBITOCTb - CHUCTEMa JODKHA OBITh OTKPBITOTO THIIA, IS
OeCrpeniaTCTBEHHOTO paciupeHus ee (QyHKIIMOHAIBLHBIX BOZMOXCTEH, CBS3H C
JIPYTUMHU CUCTEMAaMH, B 4aCTHOCTU cucteMamu EC;

* KOMIUIEKCHOCTh - CHUCTE€Ma JOJDKHA NPENOCTABIATH IOJIb30BATEIISAM
KOMIUICKCHYIO HMH(pOpManuio, 0e3 HEeOOXOAUMOCTH TIOCEIICHUS APYTux
PECYpPCOB U PYYHOTO TOUCKA;

* YHHMBEPCAJbHOCTh - OOECIEYMBATh HMHTEPECHl PA3IUYHBIX KaTErOpHii
I10JIb30BATEJICH

* paborars B WEB npocTpaHcTse.

B oOmem ciyuyae cucrema J0JKHA ObITh TMOKOM U MMETh pPa3IMyYHbIE
MonupuKkauMu g OOECleYeHUs HMHTEPECOB  Pa3IMYHBIX  KaTEropui
I10JIb30BaTeIICH

OCHOBHBIE ®YHKIINU CUCTEMbI

Cucrema [ODKHa HMMETh CIEIYIOIIME OCHOBHBIE (DYHKIIMOHAIBbHbBIE
BO3MOXHOCTH:

* O3HaKomJieHHe ¢ mnpodeccusiMu, OOMMMU U NPO(HECCHOHATbHBIMU
KOMIIETEHIUSIMUA, HEOOXOAUMBIMH JJI YCIIEHIHOTO TPYIOYCTPOICTBA U PabOTHI
1o podeccuu;

* O3HAaKOMJICHHE C Y4E€OHBIMHU 3aBEJCHUSMH, KOTOpbIE OOECIEUMBAIOT
oJTydeHHue U30paHHbIX POQeCCHil;

* O3HAKOMJICHHE C MPOTrpaMMaMH JUCHHUIUIMH, KOTOPbIE OOECIEeYNBaIOT
BO3MOXHOCTH MOJTYyYEHUS] HEOOXOIUMBIX KOMITETEHIINIA;

* ompejeseHre MCUX0-(PU3NONIOUMYHUX XAPAKTEPUCTUK TOJIb30BATEIS C
EJIBI0 OMPEIENICHNS BO3MOXXHOCTH YCTIEITHOW paboThI o npodeccuu;

* OMpezesieHHe MpU HEOOXOAUMOCTH YPOBHSI TOJATOTOBKHU IOJIb30BATEIS
(OT KOHKPETHOM TEMBI 10 OOIINX KOMITCTCHIINMN );

* BO3MOXXHOCTb nocrpoenust MOM;

* HH(OPMALIMOHHOE COMPOBOXKIeHHE MpoxoxkaeHns MOM.

CTPYKTYPA CUCTEMBEI
Cucrema COCTOUT M3 MOAYJEH NBYX THUIIOB - (DYHKIIMOHAJIBLHBIE MOIYIIA U
0a3bl naHHbIX. OM 00ecmeynBalOT COOTBETCTBYIONIYIO (DYHKIIMOHAIBHOCT.
ba3zbr  mgaHHBIX MOTYT OBITh CKOH(PUTYPUPOBAHBI MO  KOHKPETHOTO
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nosib3oBaresist. C y4eToM ONpe/IesIeHHBIX BbIlIe TpeOoBaHMt 0a30Basi CTPYKTypa
CHUCTEMBI JIOJKHA COCTOSITh U3 CIEAYIOMUX Moayien (puc.l):

 WEB-noptan - npencrasiser coboii BEb-unrepdeiic u BbimonHser
MPEICTAaBUTENLCKUE M OOIIME YIpaBiIeHUYeCKHE (YHKIMU : PErUCTPALUIO
MOJIb30BaTENeH, OOecreyeHne A0CTyna K M30paHHBIM MporpaMMaM paloThl C
CHUCTEMOMH, oToOpakeHne nHTepdelicoB Moayliel B YHU(PUITMPOBAHHOM BH/IC;

* MOAYJIb CBSI3M U IMATHOCTUKHU 00€CIIEYMBAET BOZMOKHOCTH CBOOOTHOTO
pacIIUpEHUsT CHUCTEMBbI, COBMECTHUMOCTb C APYTMMU CHCTEMaMHU, TMPOBOIUT
JIMArHOCTUKY BCEX MOJKIIIOYCHHBIX K CUCTEME MOAYJIEH;

 MoOAaylb Tmpodeccuit  obecreurMBaeT  BO3MOXHOCTh  MPOCMOTpa
uHpopMaIuu 0 cepax IesTeIbHOCTH, MPOPeCcCUsx, BOSMOXKHBIX JODKHOCTSIX,
001X 1 MpohecCuOHATbHBIX KOMIIETEHIUSAX, YICOHBIX 3aBEJICHUSX, KOTOPHIC
00€CIeYNBAIOT COOTBETCTBYIONIYIO IOATOTOBKY, IpOrpaMMax OOy4YeHHsI u
JTUCITUTUINHAX

* MOAYJIb 3HAaHUM TIO3BOJIIET HAKAIJIMBarTh M CHCTEMAaTHU3UPOBAThH
OTNHMCAaHKUE 3HAHUI HEOOXOAMMBIX JIJISl ONIpEIeNICHHBIX MPOodecCuii;

* MOZYJTb CITOCOOHOCTEHN COMEPKUT MEPEUeHb CTOCOOHOCTEH CBSI3aHHBIX C
HamnpapleHUsIMA TPOGECCUOHAIBHON TOATOTOBKUA, M B CBSI3KE C MOAYJIEM
TECTUPOBAHMS TO3BOJISIET OMPEACIUTh K KaKuM TpodeccHsiM MOJIb30BaTeb
UMEET TaJIaHT;

* MOZYJTb TECTUPOBAHMUSI - SIBISIETCS] (DYHKIIMOHATIBHBIM MOYJIEM CHCTEMBI
VI MOXKET UCIOJIb30BaThCsl BHEIIHSS CHCTeMa, HanpuMep, moodle, n HabopsI
TECTOB.

* Moyl (popmupoBaHus U nojaepxkanuss NOM - mo3BoisieT Ha OCHOBE
MOJYYEHHBIX MPU pabOTe C CUCTEMON JaHHBIX (POPMHUPOBATH WHIAUBUIYATHHBIC
o0Opa3oBaresibHbIe MAPIIPYTHI MOJIb30BATENEH U OTCIIEKUBATH UX MPOXOXKICHUE;

* MoAylb oOecrneueHuss y4deOHbIM KoHTeHTOM (MOVYK), Onaromaps
KOTOPOMY 3apErUCTPUPOBAHHBIN IMOJIB30BATENb MOIYyYaeT JOCTYN K y4eOHBIM
Marepuajam, KOTopble He0OX0aUMBI Jyisl mpoABrxkeHus o MOM.

Ceiluac paziavuHble MOIYIW CHCTEMBl HAXOIATCA HA Pa3HbIX €Tarax
pa3pabOTKU - OT YTOYHEHHUS XapaKTEPUCTUK K  HCCIIEI0BATENIbCKOM
AKCILTyarauuu [4].
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Puc. 1. bazoBas crpykTypa nH()OPMAIIMOHHO-CITPABOYHON CUCTEMBI
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